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ABSTRACT

Retrieval-Augmented Generation (RAG) systems enable robust knowledge integration for large language models but
also pose significant security and privacy risks. RAG systems combine two components: a retriever, which searches
external data sources for relevant information, and a generator, typically a large language model that uses both the
retrieved documents and user queries to produce answers. This study conducts a systematic literature review to assess
these challenges using Socio-Technical Systems Theory (which considers interactions among people, technology, and
organizational context) and Privacy by Design (PbD, a framework for embedding privacy into system design).
Addressing five objectives, the research detects and classifies privacy attacks, evaluates risks throughout the storage,
retrieval, and generation phases, scrutinizes measurement methods, contrasts mitigation strategies, and introduces a
unified solution. The work culminates in the Integrated Privacy-Preserving RAG Framework (IPRAG), a five-tier
architecture supported by a three-phase deployment protocol. This study presents a detailed, actionable approach to
constructing secure, privacy-focused RAG systems.

Keywords: Retrieval-Augmented Generation, RAG privacy, RAG security, Privacy by Design, differential privacy, socio-
technical systems, IPRAG, membership inference, data poisoning

1 INTRODUCTION

Large language models (LLMs) are constrained by static training data that rapidly becomes outdated, leading to
potentially inaccurate outputs or hallucinations (instances where the model generates information not supported by its
data) and a lack of transparency in the generation process (difficulty understanding how outputs are produced). On top
of these limitations, retrieval-augmented generation (RAG)- a technique that supplements LLMs with information
fetched from external data sources-introduces additional complexities for academic and research activities. RAG
requires effective data management and MLOps (Machine Learning Operations, the practices for deploying and
maintaining machine learning models) to synthesize diverse, evolving data sources, potentially using data meshes (a
decentralized data architecture strategy). However, this approach risks introducing new biases from retrieved data and
reduces the interpretability of large datasets (the ability to understand and analyze the data and system outputs). The
system's reliability depends on accurate retrieval methods for document ranking and relevance (Klesel & Wittmann,
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2025). Furthermore, when handling sensitive data, RAG systems face substantial privacy threats, as adversaries may
exploit tailored prompts to extract confidential documents from external databases (He et al., 2025).

1.1 Problem Statement

Despite the accelerated adoption of RAG systems, the privacy risks inherent in their architecture remain poorly defined
and inadequately mitigated. Problems such as unintended data exposure, retrieval poisoning, prompt injection, and
inference attacks present concrete threats to individuals and organizations. Existing security frameworks are primarily
tailored to static machine learning models and fail to account for the dynamic, distributed configuration of RAG systems.
Furthermore, collaboration between attack detection, privacy assessment, and risk-reduction strategies is minimal,
resulting in a disjointed approach in contemporary research and implementation.

Aim

To critically evaluate privacy risks in RAG systems and propose mitigation strategies focusing on attacks, measurement
techniques, and control mechanisms.

Objectives
e To identify the basic concepts of RAG systems
e Toidentify and categorize privacy attacks in RAG systems
e To analyze privacy risks across retrieval, generation, and storage stages
e To evaluate existing privacy measurement techniques

e To compare mitigation strategies including technical and governance controls
e To propose an integrated framework for privacy-preserving RAG systems

Research Questions

What are the major privacy attacks affecting RAG systems?

e How do RAG architectures introduce new forms of privacy risk?

e  What methods are used to measure privacy leakage in RAG systems?
e  What mitigation strategies are effective in reducing privacy risks?

1.2 Research Rationale

The growing deployment of RAG systems in sensitive sectors such as healthcare, finance, and enterprise knowledge
management underscores the urgent need for robust privacy protection (He et al, 2025). As traditional Al security
literature does not fully capture the emerging privacy risks posed by RAG’s unique architecture, this study addresses
these gaps. By providing new insights into these challenges, the findings will help developers, organizations, and
policymakers implement safer Al systems that balance performance and privacy.

2 LITERATURE REVIEW

2.1 Whatis RAG?

Retrieval-augmented generation (RAG) refers to artificial intelligence (Al) systems that enhance the performance of
text-generating models by integrating information from external databases. Rather than relying exclusively on static
training data, RAG systems access both structured sources, such as spreadsheets, and unstructured sources, such as
articles, in real time. This approach improves the accuracy and relevance of generated outputs. By combining retrieval
and generation, RAG systems enhance model accuracy, flexibility, and scalability (Panda & Mukherjee, 2025). Large
language models (LLMs) are trained on extensive datasets to perform various language-related tasks, including
question answering, translation, and sentence completion. RAG further augments these models by incorporating up-to-
date or organization-specific resources without requiring model retraining, thereby providing a cost-effective means of
maintaining current and precise outputs (Amazon, 2024). The RAG workflow begins by retrieving pertinent material
from collections or databases in response to user queries, ensuring the selection of the most relevant and up-to-date
information. The text-generating model then processes this content to produce responses. Consequently, RAG systems
offer greater precision and adaptability compared to conventional Al models. For instance, in the financial sector, a RAG
system can extract data from recent market reports to generate compliance documents that reflect current regulations
(Malali, 2025).
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2.2 Benefits and importance of RAG

Large language models (LLMs) are subject to limitations such as knowledge gaps, lack of realism, and hallucinations.
Retrieval-augmented generation (RAG) addresses these deficiencies by integrating external repositories, including
databases, into LLMs. RAG is particularly effective for knowledge-driven dialogues that require frequent updates and
outperforms alternative approaches by eliminating the need to retrain LLMs for specific applications (Bazzi & Gaith,
2024). The principal advantage of RAG lies in its ability to generate context-aware responses, in contrast to conventional
models that often produce generic outputs. For example, in financial documentation, RAG retrieves up-to-date
regulatory guidance to generate compliance reports that meet the latest mandates. It also improves precision by
sourcing precise data before generating output, thereby reducing the risk of errors in critical tasks such as tax
submissions and regulatory filings. In legal practice, RAG identifies relevant case law and precedents for efficient
summarization or report creation, enhancing both efficiency and legal accuracy. In healthcare, RAG utilizes patient
records and recent research to provide tailored treatment recommendations for diverse medical histories and queries.
Customer service chatbots benefit from accessing knowledge bases and FAQs to deliver specific, reliable responses,
thereby increasing response speed and customer satisfaction. Crucially, RAG's adaptability allows for the immediate
integration of new data or regulatory changes, enabling organizations to maintain compliance in dynamic environments
(Malali, 2025).

2.3 Disadvantages of RAG system

RAG systems present several significant disadvantages. They require advanced infrastructure to manage external
knowledge bases, and the accuracy of their outputs depends on the reliability of the sources they retrieve. Additionally,
RAG systems may introduce privacy and security vulnerabilities when handling sensitive information, as retrieval
mechanisms can inadvertently disclose confidential data or be exploited through prompt injection or data poisoning.
Other limitations include increased response latency resulting from real-time retrieval and heightened compliance
complexity due to evolving data storage and usage requirements (Panda & Mukherjee, 2025).

2.4  RAG system architecture

RAG’s structure follows three steps, beginning with indexing. Here, external documents are split into smaller units, such
as paragraphs or sentences. These are turned into embedding vectors-numerical summaries of the text-by models like
BERT (alanguage understanding model), then stored in a specialized vector database, such as FAISS. This setup enables
rapid similarity searches across very large datasets. The next step is retrieval, triggered when a user sends a question.
The system converts the question into a matching vector using the same model. It searches the vector database using
cosine similarity (a measure of vector similarity) to find the most relevant results, typically the top 5 to 10. Retrieval
accuracy relies on how well the embedding model represents meaning. Finally, in the generation step, the language
model (such as a GPT-based one) combines the question and the retrieved data to produce a thoughtful answer, mixing
its internal knowledge with new, up-to-date material. This retrieve-and-read method is more accurate and traceable
than relying solely on LLMs, and recent systems can incorporate additional sources, such as graphs, to improve
reliability (Polan, 2025).

Step Step 2. Step 3:

1:Indexing Retrieval Generalization
¢ External documents * The system embeds e Combines the query
are divided into small the query with the and retrieved chunks
units same model as input for a language
* These chunks are e Then scans the vector model
converted into database using cosine * This model generates
embedding vectors Ser'"lal'l‘t\lr a reasoned response
e Stored in a vector e Retrieve the top-k that blends its own
database most relevant chunks knowledge with up-to-

date external data.

Figure 1: RAG architecture (Polan,2025)
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2.5 Implications of privacy risks associated with the RAG system

The privacy risks associated with RAG systems have far-reaching effects, especially under strict data protection laws
such as GDPR and CCPA. Organizations that use these systems must protect sensitive data while ensuring the models
remain useful and effective. At the same time, ethical issues are growing more important. Concerns include intellectual
property, the creation of biased or misleading content, and the wider social effects of powerful Al technologies. For these
reasons, creating privacy-preserving methods for RAG is both a technical necessity and an ethical duty (Binwal &
Chopra, 2024).

2.6 Theoretical framework

This study is anchored in the integration of Socio-Technical Systems Theory and Privacy by Design (PbD), which
together offer a comprehensive framework for analyzing privacy risks in Retrieval-Augmented Generation (RAG)
systems. The adoption of advanced technologies in workplaces has significantly transformed human-machine
collaboration (Ozman, 2025). Socio-Technical Systems Theory (STST) conceptualizes organizations as combinations of
social and technical elements that must function cohesively. The theory emphasizes the interdependence of people,
technology, and the environment, positing that optimal performance is achieved when both human and technical factors
are designed in tandem. The principle of joint optimization advocates organizing work to enhance both efficiency and
employee well-being, in contrast to traditional approaches that prioritize technology and subsequently adapt human
roles, which can result in suboptimal outcomes and adverse social effects (Gorejena et al., 2016). In the context of RAG
systems, this perspective is particularly relevant, as privacy risks stem not only from technical components, such as
large language models or retrieval mechanisms, but also from human behavior, organizational policies, and varied usage
scenarios (Barber3, 2025). For instance, user queries may inadvertently include sensitive information, and developers
may implement retrieval systems lacking adequate safeguards. Organizational practices, such as insufficient data
management or weak access controls, further exacerbate vulnerabilities (Holt et al., 2021). STS theory facilitates an
understanding of privacy risks as emergent properties of complex interactions among Al models, retrieval systems, and
human users, rather than isolated technical issues. In RAG systems, the interplay between social and technical factors
is evident in multiple aspects. Retrieval processes depend on curated datasets that vary in data governance maturity,
while user interactions are often unpredictable, complicating query resolution. These dynamics can resultin unintended
outcomes, such as the exposure of confidential information or the execution of harmful instructions (Bansal et al., n.d.).
Accordingly, this study employs STS theory to define privacy risks as consequences arising from the alignment or
misalignment among technological design, user intentions, and organizational safeguards.

Complementing this, Privacy by Design (PbD) provides a proactive and normative framework for embedding privacy
safeguards into system development. Privacy by Design (PbD) requires incorporating technical and organizational
measures in the earliest stages of system development and processing operations to protect privacy and uphold data
protection principles actively. This method makes sure that privacy is an essential part of the design rather than
something considered later (JeZova, 2020). In the context of RAG systems, this involves implementing privacy
protections at multiple stages, including data ingestion, indexing, retrieval, and output generation.

2.7 Literature Gap

The current research on RAG systems primarily examines separate privacy problems, such as prompt injection and data
leakage, without considering them across the entire system lifecycle. There is no unified framework that brings together
attack analysis, privacy measurement, and risk reduction. Moreover, socio-technical views are underexplored. Most
studies focus on technical controls and neglect user behavior and organizational governance. This restricts the creation
of effective, real-world privacy solutions.

3 MATERIALS AND METHODS

3.1 Search Strategy

A systematic literature review was conducted to identify, evaluate, and synthesize existing research on privacy risks
and mitigation strategies in Retrieval-Augmented Generation systems. The review adhered to established principles to
ensure validity, transparency, and reproducibility (Eden et al.,, 2011). The search encompassed multiple academic and
technical databases, including IEEE Xplore, SpringerLink, ScienceDirect, arXiv, and Google Scholar, to collect both peer-
reviewed research and high-quality preprints relevant to this rapidly evolving field.

A structured Boolean search strategy was used to balance sensitivity and specificity (Bramer et al., 2018). The search
combined terms related to RAG architectures with concepts tied to privacy and security. This method ensured that the
research covered studies on both system-level vulnerabilities and privacy-preserving techniques. The study limited the
search to publications from 2021 to 2026 to reflect the emergence and rapid development of RAG systems and
associated privacy concerns.
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Inclusion criteria were set to ensure relevance and quality. Only peer-reviewed articles and reputable preprints that
discussed RAG systems or LLM-based retrieval architectures and examined privacy risks, attacks, or mitigation methods
were used in the study. Studies that lacked technical depth, empirical analysis, or relevance to retrieval-based Al
systems, were not in English, or were published before 2021 were excluded. Thus, the final collection made significant
contributions to the understanding of privacy in RAG systems.

Table 1: Inclusion/exclusion criteria

Criterion

Included

Excluded

Source type

Peer-reviewed articles and reputable preprints
on RAG systems or LLM-based retrieval
architectures

Studies that were not peer-reviewed, not
reputable preprints, or not focused on
RAG /retrieval-based Al

Topical focus

Privacy risks, attacks, or mitigation methods
related to RAG systems

Studies lacking relevance to privacy in retrieval-
based Al systems

Technical Papers with technical depth and empirical | Studies with limited technical depth or no
quality analysis empirical analysis
Language English-language studies Non-English studies
Publication Published from 2021 onward Published before 2021
date
3.2 Study Selection Using PRISMA Framework

PRISMA Flow Diagram for Systematic Review

Identification
Records identified through
database searching
(n=310)

Y

Records after duplicates removed
(n=220)

A\ 4

Screening
Records screened

Records excluded

(n =220

\ 4

i (n=140)

Eligibility
Full-text articles assessed for

Full-text articles excluded
(n=30)

eligibility
(n=80)

* Wrong study design (n = 15)
* Not relevant outcome (n = 10)
* Unsuitable population (n=5)

Y

Included
Studies included in review
(n=50)

Figure 2: Prisma Flow Chart (Self-created)

The study selection process followed the PRISMA framework. The initial database search identified 310 records using
a structured Boolean search expression:
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("RAG" OR "retrieval augmented generation" OR "LLM retrieval systems") AND ("privacy” OR "security" OR "data
protection” OR "information leakage")

After removing 90 duplicate entries, 220 unique records remained for screening. Then, titles and abstracts were
screened for relevance, resulting in the exclusion of 140 studies that did not directly address RAG systems or privacy
issues.

The full text of the remaining 80 studies was assessed to evaluate their quality and relevance to the research objectives.
During this process, 30 papers were excluded for insufficient focus on privacy, insufficient depth, or failure to address
retrieval-based Al architectures. The final dataset comprised 50 studies, which formed the basis for the systematic
synthesis and thematic analysis in the results and discussion sections.

3.3 Data Analysis Technique

A two-stage synthesis approach was used to examine the selected studies. In the first stage, descriptive analysis mapped
publication trends, research areas, types of RAG architectures studied, and the nature of privacy threats discussed. This
overview showed how research in this area has evolved and highlighted key areas of focus in the literature.

In the second stage, thematic analysis was used to combine findings from the studies. The analysis focused on the main
categories of privacy attacks, privacy risk measurement techniques, and mitigation strategies. By cross-analyzing,
relationships between identified risks and their corresponding controls were explored to find patterns, overlaps, and
gaps. This method enabled a thorough comparison of how different studies understand and address privacy challenges
in RAG systems.

4 RESULTS

4.1 Introduction

This section presents the findings from a systematic review of 50 peer-reviewed sources addressing the research
objectives. The analysis integrates Socio-Technical Systems Theory, which conceptualizes RAG systems as
interdependent technical artifacts and social practices involving users, organizations, and regulatory contexts, with
Privacy by Design (PbD) principles. These principles underscore the necessity of embedding privacy protections at
every stage of system design. This perspective frames RAG as a socio-technical ecosystem in which privacy
vulnerabilities arise from the interplay among data flows, human actors, and institutional governance. The discussion
is organized thematically around the research objectives and concludes with the proposal of the Integrated Privacy-
Preserving RAG Framework (IPRAG), which operationalizes the socio-technical and PbD foundations.

4.2 Theme 1: Identification and Categorization of Privacy Attacks in RAG Systems

The literature identifies five main categories of privacy attacks that threaten RAG systems. Membership Inference
Attacks pose a significant vulnerability, allowing attackers to determine whether specific documents are in the retrieval
database. Anderson et al. (2024) show that attackers can efficiently make these inferences using carefully designed
prompts in both black-box and grey-box settings across various generative models. In addition, Li et al. (2024) introduce
the Semantic Similarity-based Membership Inference Attack (S2MIA), which leverages the semantic relationship
between query samples and RAG-generated outputs. This method outperforms five established baselines, even when
faced with three representative defenses. Arzanipour et al. (2025) provide formal mathematical definitions of
document-level membership inference and classify it as a key threat within a broader classification of RAG-specific risks.

Data Poisoning Attacks form the second category, in which malicious actors inject harmful content to alter system
behavior. Wang et al. (2025) introduce PoisonedRAG, demonstrating that small amounts of poisoned text can yield
targeted outputs, and provide the first complete security analysis of RAG pipelines. Gummadi et al. (2024) classify data
poisoning, model manipulation, and privacy leakage as critical security issues, while Zhou et al. (2025) emphasize the
need for formal security guarantees rather than makeshift defenses.

Adversarial and Injection Attacks include techniques like prompt injection, jailbreaking, and multilingual manipulation.
ElSaify and Baderelden (2025) present a detailed taxonomy in this area, noting that Arabic-English code-switching
effectively bypasses safety filters. Ward and Harguess (2025) connect adversarial query manipulation to risk-
management frameworks, while Liang et al. (2025) contextualize these threats through the SafeRAG benchmark. They
distinguish among silver noise, inter-context conflict, soft advertisements, and white denial-of-service attacks.

Privacy Leakage Attacks and Structured Data Extraction complete the classification. Zeng et al. (2024a) highlight a
paradox in which RAG systems unintentionally reveal retrieval-database contents while reducing leaks of the

underlying LLM training data. Zhang et al. (2025) extend these observations to multimodal contexts. Guan et al. (2025)

6



International Journal of Frontiers in Science and Technology Research, 2026, 10(02), 001-013

highlight inconsistencies in the safeguarding of protected health information in clinical settings. Liu et al. (2025) show
that Graph RAG architectures may reduce raw-text leakage but increase the risk of structured-entity and relationship
extraction. These categories illustrate how socio-technical interactions, including retrieval methods, generation
processes, and human oversight, can elevate privacy risks unless PbD principles are incorporated from the beginning.

4.3 Theme 2: Analysis of Privacy Risks Across RAG Pipeline Stages

Privacy risks appear in different ways across the storage, retrieval, and generation stages of the RAG pipeline,
supporting the socio-technical interdependence suggested by the theoretical framework. At the storage stage, Zhou et
al. (2025a) emphasize the growing vulnerability of proprietary knowledge bases to breaches as RAG use increases.
Ammann et al. (2025) map attack surfaces from preprocessing to infrastructure, while Yu and Sato (2024) suggest
decentralized storage to avoid single points of failure.

Risks during the retrieval stage focus on query exposure and embedding leakage. Wang et al. (2025) introduce PIR-RAG,
which utilizes lattice-based Private Information Retrieval with semantic clustering to protect user queries from service
providers. He et al. (2025) propose shifting embedding spaces to reroute privacy-leaking queries. Bodea et al. (2026)
categorize these risks within a thorough privacy taxonomy.

Generation-stage threats arise when the LLM synthesizes retrieved content. Arzanipour et al. (2025) formalize the ways
in which this integration creates new sources of vulnerability. Koga et al. (2024) and Grislain (2024) address these
issues through differentially private token generation, demonstrating that this approach can operate within practical
privacy budgets.

Cross-stage analyses reinforce the socio-technical perspective. Guan et al. (2025) provide a comprehensive, pipeline-
based framework encompassing storage, transmission, retrieval, and generation, with a particular focus on healthcare
applications. Oche et al. (2025) and Sharma (2025) highlight ongoing trade-offs between retrieval accuracy, generation
flexibility, and privacy, emphasizing the need for PbD integration throughout the entire socio-technical ecosystem.

4.4 Theme 3: Evaluation of Existing Privacy Measurement and Evaluation Techniques

Robust evaluation is crucial for implementing PbD within socio-technical RAG systems. Formal frameworks include
Liang et al.’s (2025) SafeRAG benchmark, which examines 14 components across four attack categories, and Zhou et
al’s (2024) six-dimensional trustworthiness evaluation, which covers factuality, robustness, fairness, transparency,
accountability, and privacy. Yu et al. (2024) emphasize the evaluation challenges posed by RAG's mixed architecture.

In healthcare, Binwal and Chopra (2024) estimate a 3% risk of sensitive data exposure and a 2.7% risk of unintentional
disclosure of personal information in unprotected systems. Neha et al. (2025) recommend domain-specific metrics, such
as FactScore, RadGraph-F1, and MED-F1, while Amugongo et al. (2025) analyze 30 studies to evaluate diagnostic,
summarization, and question-answering tasks using PRISMA guidelines.

Performance-privacy trade-offs have been quantified by Zeng et al. (2024), Koga et al. (2024), and Binwal and Chopra
(2024), who report that differential privacy techniques can reduce exposure by up to 97% while maintaining 92% of
baseline performance. Benchmark development by Barnett et al. (2024) and Sharma (2025) emphasizes that RAG
robustness develops operationally rather than through static design. This reinforces the need for ongoing, context-
aware evaluation.

4.5 Theme 4: Comparison of Mitigation Strategies (Technical and Governance Controls)

Mitigation strategies include technical, algorithmic, and governance controls, each assessed for effectiveness, overhead,
and alignment with PbD. Encryption-based controls offer verifiable security. Zhou et al. (2025) propose the SAG
framework, which employs full encryption of both content and embeddings before storage. Zhou et al. (2025a) extend
this to privacy-aware isolated retrieval with formal proofs.

Privacy-preserving algorithmic methods include Zeng et al’s (2024) SAGE synthetic-data approach and He et al’s
(2025) PRESS embedding-space shifting. Mao et al. (2025) combine federated learning with homomorphic encryption
in FedE4RAG. Differential privacy methods (Koga et al., 2024; Grislain, 2024) allocate privacy budgets selectively to
sensitive tokens.

Governance controls supplement technical measures. Panda and Mukherjee (2025) support adopting zero-trust
architectures to ensure compliance with the GDPR and the CCPA. Binwal and Chopra (2024) report a 40% reduction in
biased outputs through the use of ethical subroutines, while Guan et al. (2025) emphasize that current safeguards are
inadequate in clinical settings.
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Hybrid approaches show better results. Al Masoud et al. (2026) report a 58% improvement in privacy scores with SD-
RAG, while Ammann et al. (2025) combine RAG-specific security with industry standards. Quantitative assessments by
Anderson et al. (2024) and Ward and Harguess (2025) confirm that template-based instructions, adversarial training,
and real-time monitoring are effective when placed within a socio-technical governance framework.

4.6 Theme 5: Proposal of an Integrated Framework for Privacy-Preserving RAG Systems

The review leads to the Integrated Privacy-Preserving RAG Framework (IPRAG), which operationalizes Socio-Technical
Systems Theory and PbD by embedding privacy across five architectural layers and following a three-phase
implementation protocol.

e Layer 1 (Threat Intelligence & Risk Assessment) incorporates formal taxonomies (Arzanipour et al., 2025;
Bodea et al,, 2026) that cover membership inference, data poisoning, leakage, adversarial manipulation, and
structured extraction.

e Layer 2 (Pipeline-Stage Protection) uses storage-level encryption (Zhou et al.,, 2025; Zhou et al, 2025a),
retrieval-level private information retrieval (Wang et al., 2025), and generation-level differential privacy (Koga
etal, 2024).

e Layer 3 (Multi-Modal Privacy Measurement) integrates SafeRAG benchmarking (Liang et al., 2025), healthcare
metrics (Binwal & Chopra, 2024), and six-dimensional trustworthiness evaluation (Zhou et al., 2024).

e Layer 4 (Adaptive Defense Orchestration) coordinates technical controls, achieving a 97% reduction in
exposure through SAGE and differential privacy, along with governance controls that reduce bias by 40% and
ensure regulatory compliance.

e Layer 5 (Domain-Specific Customization) adapts the framework for healthcare (Guan et al., 2025; Amugongo et
al,, 2025), education (Li et al., 2025), and business contexts.

The three-phase protocol: Assessment & Planning, Defense Architecture Design, and Deployment & Monitoring, aims
for measurable results: less than 1% successful attacks, over 95% data protection, more than 90% performance
retention, and 100% regulatory compliance. Future pathways include agentic RAG (Singh et al, 2025), adaptive
architectures (Sharma, 2025; Oche et al, 2025), and multimodal extensions to keep the framework responsive to
changing socio-technical conditions.

In summary, the thematic analysis demonstrates a progression from identifying discrete vulnerabilities to developing a
comprehensive framework. The Integrated Privacy-Preserving RAG Framework (IPRAG) synthesizes these
advancements into a unified, Privacy by Design-compliant, and socio-technically informed solution that balances
privacy, utility, and regulatory compliance. This approach advances both academic understanding and the practical
implementation of secure RAG systems.

5 DISCUSSION

The preceding analysis demonstrates significant advancements in RAG privacy and security research, progressing from
the identification of isolated attacks (Theme 1) to the mapping of pipeline-stage risks (Theme 2), the application of
rigorous evaluation methods (Theme 3), the comparison of mitigation strategies (Theme 4), and the development of
comprehensive frameworks (Theme 5). This progression aligns with the five research objectives. It is grounded in Socio-
Technical Systems Theory, which conceptualizes RAG as an interconnected system of technical components, human
actors, organizational practices, and regulatory environments. The analysis also draws upon Privacy by Design (PbD),
which advocates for proactive privacy measures rather than reactive solutions.

The proposed Integrated Privacy-Preserving RAG Framework (IPRAG) represents the culmination of these 50 studies.
As shown in Figure 2, IPRAG comprises five layers and is supported by a three-phase implementation process. This
ensures that privacy is not just an extra feature, but a fundamental quality of the socio-technical system. The framework
sets measurable goals of fewer than 1% successful attacks, over 95% data protection, over 90% performance retention,
and 100% regulatory compliance. It also allows for adjustments based on specific domains and future developments,
such as agentic and multi-modal RAG.
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Layer 5: Domain-specific customization

Layer 4: Adaptive defence orchestration

Layer 3: multimodel privacy measurement

Layer 2: Pipeline stage protection

Layer 1: Threat intelligence and risk
assessment

Figure 3: IPRAG Framework

Figure 2 illustrates the IPRAG framework. This model translates the theoretical concepts into practice by placing Threat
Intelligence & Risk Assessment and Pipeline-Stage Protection at the base. It adds Adaptive Defense Orchestration and
Domain-Specific Customization to enable flexible, context-aware responses that align with Socio-Technical Systems
Theory. PbD is achieved through the clear integration of privacy measurement and defense coordination at all
architectural levels and in every phase of implementation.

6 CONCLUSION

6.1 Summary of the Findings

This study synthesized 50 sources to explore security and privacy challenges in Retrieval-Augmented Generation (RAG)
systems. The analysis identified five main categories of privacy attacks: membership inference attacks, data poisoning
attacks, adversarial and injection attacks, privacy leakage attacks, and structured data extraction. These attacks exploit
weaknesses in the RAG pipeline. Notably, RAG systems may leak content from the retrieval database while still
protecting the underlying LLM training data (Zeng et al., 2024a).

The risks were found to be specific to different stages but still interconnected. They impact the storage phase (breaches
of proprietary knowledge bases), the retrieval phase (exposure of queries), and the generation phase (vulnerabilities in
synthesis). Current privacy measurement techniques include formal benchmarks like SafeRAG (Liang et al.,, 2025) and
six-dimensional trust evaluations (Zhou et al., 2024). Healthcare-specific metrics indicate a 3% risk of sensitive data
exposure in unprotected systems (Binwal & Chopra, 2024). The study showed that technical controls (such as
encryption, synthetic data, and differential privacy), governance controls (such as zero-trust and regulatory
compliance), and hybrid strategies result in measurable improvements, including a 97% reduction in exposure and a
58% increase in privacy scores.

The synthesis led to the development of the Integrated Privacy-Preserving RAG Framework (IPRAG), as shown in Figure
2. This framework combines these elements into a practical architecture.

Linking with the Objectives
The findings directly address the study’s five research objectives.
e Objective 1, which focused on identifying and categorizing privacy attacks, was met by developing a structured
taxonomy grounded in formal threat models (Arzanipour et al.,, 2025; Bodea et al., 2026).

e Objective 2, which aimed to analyze privacy risks across different pipeline stages, was fulfilled by mapping
vulnerabilities and interdependencies from a socio-technical perspective (Guan et al.,, 2025; Zhou et al., 2025a).
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e Objective 3, which involved evaluating privacy measurement techniques, was achieved through a critical
review of benchmarks, domain-specific metrics, and the trade-offs between performance and privacy (Liang et
al,, 2025; Binwal & Chopra, 2024).

e Objective 4 compared mitigation strategies, evaluating technical, governance, and hybrid controls with
quantitative evidence of their effectiveness (Zhou et al., 2025; Al Masoud et al., 2026).

e Objective 5 proposed an integrated framework, realized through the IPRAG framework. This framework
applies Socio-Technical Systems Theory and Privacy by Design principles across five layers and a three-phase
implementation protocol. Overall, the study shows a clear progression from identifying vulnerabilities to
developing comprehensive, well-grounded solutions.

Recommendations

e Practical Recommendations

Organizations using RAG systems should adopt the IPRAG framework as standard practice. They should prioritize full
pre-storage encryption (Zhou et al,, 2025; 2025a), use differential privacy during generation (Koga et al., 2024), and
customize approaches for specific domains, especially healthcare (Guan et al., 2025). Deployment should follow the
three-phase protocol to meet target metrics: less than 1% successful attacks, over 95% data protection, over 90%
performance retention, and full regulatory compliance.

e Research Recommendations

Future empirical studies should validate IPRAG through real-world case studies and long-term evaluations. Researchers
should focus on agentic RAG (Singh et al., 2025), multimodal privacy risks (Zhang et al,, 2025), and Graph RAG-
structured extraction vulnerabilities (Liu et al., 2025). The development of open-source IPRAG toolkits is encouraged
to improve reproducibility and community feedback.
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